
Privacy enforcement is
strengthened in Australia
Civil penalties exceeding one million euros are possible but gaps
remain in appeals and transparency. By Graham Greenleaf.

Australia’s Privacy Act 1988
now includes considerably
stronger enforcement

powers, including civil penalties of
up to AUD$1.7 million (1.15 million
euros), in effect from 12 March 2014.
This article first outlines the new
powers, deficiencies in appeal rights
and transparency which may reduce
their effectiveness, and the Commis-
sioner’s draft ‘enforcement policy’.
Two further developments remain
unresolved: mandatory data breach
notification (MDBN); and a statu-
tory ‘privacy tort’.

The 2014 reforms are a result of
the Privacy Amendment (Enhancing
Privacy Protection) Act 2012 (‘the
Amendments’). It also amended the

Privacy Act by including a new set of
thirteen Australian Privacy Princi-
ples (APPs) to replace the National
Privacy Principles (NPPs) previ-
ously applying to  those parts of the
private sector covered by the Act,
and the Information Privacy Princi-
ples (IPPs) applying to the federal
public sector. There is little innova-
tive about the APPs, and in some
respects they will weaken the NPPs
and IPPs.1 None of the thirteen
APPs is, overall, an improvement,
and eight are worse for privacy pro-
tection.2 The new data export provi-
sion will in some cases require more
disclosure by companies. The APPs
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Aproposal for the introduction
of a notification obligation for
personal data breaches (meld-

plicht datalekken) is currently being
scrutinised by the Parliament. This
legislation contains an amendment of
the Data Protection Act (Wet
bescherming persoonsgegevens). In
case of a personal data breach the con-
troller has an obligation to notify the
data protection authority. In cases
where the breach has adverse conse-
quences for the private life of a data
subject whose personal data it con-
cerns, the controller must inform the
data subject. Also, it is proposed to
increase the maximum fine to
€450,000 to be imposed by the Data
Protection Authority.1 In addition to
the legislative proposal, the govern-
ment will be presenting further
amendments containing new provi-
sions to improve the supervisory
powers of the DPA.

The Dutch government acknowl-
edges that a new European Union
Data Protection Regulation is under
discussion which also covers personal
data breach notifications. However,
the Dutch government expects that the
Regulation will not enter into force
before 2016, and therefore national
legislation is to be put in place as a
transitional measure.2 Article 11.3a of
the Telecommunications Act (TA)
already encompasses a personal data
breach notification obligation for tele-
coms operators. The Authority for
Consumers & Markets (ACM) must
be notified. Based on this new pro-
posed legislation, the DPA, instead of
the ACM, will be the competent
authority.

opINIoN oN googLe’s
comBININg of persoNAL DAtA
The Dutch DPA launched an investiga-
tion regarding combining personal data
by Google pursuant to the company’s
privacy policy valid as per 1 March
2012. According to the policy, the

 company reserves the right to combine
personal data from various Google
services. The Dutch DPA decided that
Google is the controller and therefore
the Dutch Data Protection Act applies.
The privacy policy’s four objectives for
combining of personal data are the per-
sonalisation of requested services,
product development, display of per-
sonalised ads and website analytics. It
was concluded that these objectives
were ambiguous and insufficiently
specified. Google’s data collection
objectives were judged to be in breach
of the provisions of Article 7 of the
Data Protection Directive. Further-
more, the information Google pro-
vided to data subjects was insufficient:
Google’s identity as a controller was
not transparent. The types of processed
personal data, including the purpose
for collection, were not sufficiently
specified.3 Google stated three legal
grounds for processing the data: unam-
biguous consent of the data subject, the
processing was needed for the perform-
ance of a contract and Google claimed
to have a legitimate interest in process-
ing these data. The Dutch DPA rejected
these claims. 

First, according to the DPA’s find-
ings, Google gave incomplete or
approximate information about the
purposes and the categories of data col-
lected. There was no evidence of unam-
biguous consent because Google did
not offer data subjects any (prior)
options to consent to or reject the
examined data processing activities.
Second, Google uses tracking cookies
for combining personal data. Article 8
of the Data Protection Act requires
unambiguous consent for personal data
processing activities if no other legiti-
mate grounds as set out in the article
apply. The Dutch DPA concluded that
there was no justification for the data
processing activities in Google’s rela-
tionship with the specific individual
data subjects (and any agreement
entered into with them). Third, the

DPA found that Google’s interests in
processing the data did not outweigh
the data subject’s right to data protec-
tion. Google was summoned to seek
consent from the data subjects for the
combination of data and provide addi-
tional controls to users regarding these
combinations. The combination of data
must respect the principles of propor-
tionality, purpose limitation, data mini-
mization and right to object.4

report oN pAcKet INspectIoN
of moBILe NetworKs
Mobile Networks Operators (MNOs)
apply Deep Packet Inspection (DPI) to
monitor data packets traveling the net-
work by means of network manage-
ment. DPI facilitates data header and
in-depth data packet monitoring. As a
consequence DPI has been subject to
intense debates in terms of network
neutrality and e-privacy since 2012.
The Dutch DPA reported on the analy-
sis of data traffic on the mobile net-
work by KPN, Tele2, T-Mobile and
vodafone. It concluded that the MNOs
stored data in terms of websites visited
and applications used by their cus-
tomers. Article 11.5 Telecommunica-
tions Act (TA) requires timely deletion
of this data or irreversible anonymisa-
tion. The DPA considered these data
personal data. Therefore data subjects
were to be informed accordingly.
However, the investigation showed
that customers were not sufficiently
informed about the data collection and
the purpose of collection. Another
breach of law was found in collecting
personal data for the purpose of market
research, which was not considered as a
sufficient justification for processing.
The data subjects were not asked for
their consent (Article 8 Data Protection
Act). The MNOs took some measures
to adapt their policies. However, the
Dutch DPA is considering taking
enforcement measures. At this stage, no
public information on enforcement
actions is available.5

Netherlands: Cookie provision
and legislation on data breach
Ard Jan Dunnik and Feyo Sickinghe report on data protection developments in the
Netherlands.
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New cooKIe provIsIoN
The e-Privacy Directive and article
11.7a TA require a user’s informed con-
sent for access and storage of data on
end user terminal equipment. Article
11.7a TA is applicable to all cookies,
except those that are technically neces-
sary for communication. Informed
consent is also required for analytical
cookies. These cookies provide useful
information for monitoring website
traffic and visitors moving around a
website. They enable website owners
to improve their facilities and user
experience. At the end of March, an
amendment to article 11.7a TA was sent
to the Dutch parliament. Analytical
and related (i.e. performance) cookies
used to collect information about the
quality of service and effectiveness of
information society services with lim-
ited or no impact on individual’s pri-
vate life will be exempted from
informed consent. The official legisla-
tive proposal is similar to the version
previously issued for public consulta-
tion. The amendment is expected to
trigger a debate in Parliament about the
use of cookies, transparency, informed
consent and behavioural targeting. At
the end of March, the ACM published
a revised version of the cookie Q&A
anticipating the exemption of analytic
cookies.

tAx ADmINIstrAtIoN’s
INterests versus prIvAte LIfe
SMS Parking B.v. processes customer
data through online payment for car
parking based on location data. The
Dutch Tax Authority demanded that
the company hand over the data to
allow for detection of various types of
tax evasion. SMS Parking rejected the
demand on the basis of Article 8 Euro-
pean Convention of Human Rights.

The Oost-Brabant regional civil court
noted that the tax authority demanded
the parking information on all cus-
tomers, without any restriction. This
was not proportional to the purposes
of the tax authority (i.e. detecting tax
evasion), and not in accordance with
principle of necessity. Therefore the
claim of the tax authority was denied. 6

processINg of persoNAL DAtA
from smArt tvs
The DPA conducted an investigation
into the collection of information
through smart Tvs built by TP vision
(Philips). Smart Tvs allow for monitor-
ing, storing and collecting customer
online viewing data through the use of
tracking cookies for personalised offers
recommending future viewing. In a
report published in July 2013, the DPA
ruled that these cookies fall under the
privacy regime and that storage, collec-
tion and processing of viewer data as
being ‘personal data’ is subject to the
user’s prior informed consent. TP
vision did not seek unambiguous con-
sent and was found to be in breach of
article 34 of the Data Protection Act.
TP vision failed to inform the user of
the identity of the controller (i.e. TP
vision), the types of data being
processed and the storage period. TP
vision also failed to have a data pro-
cessing agreement for the processing of
personal data by Google Analytics. It is
interesting to note that Google refused
to engage in such an agreement. TP
vision announced that it will set up a
proprietary analytics system.7

pAtIeNt’s DAtA oN INsurANce
cLAIm forms
On 13 December 2011 the DPA
approved a health insurer’s code of
conduct that, inter alia, allowed for the

inclusion of a patient’s health data
(diagnosis and the like) on the invoices
medical doctors sent to insurers. As
expected, the Court of Amsterdam
annulled the DPA’s approval as the
code of conduct unduly interfered with
the right to a private life pursuant to
Article 8 European Convention of
Human Rights and did not contain suf-
ficient safeguards in order to prevent
presentation of medical personal data
to third parties.8 

Ard Jan Dunnik, Associate, and Feyo
Sickinghe, of Counsel Regulatory
Communications, Bird & Bird
Netherlands. 
Emails: ard.jan.dunnik@twobirds.com, 
feyo.sickinghe@twobirds.com
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Law No. 2014-344 of 17 March 2014,
which is now in force, amends France’s
Data Protection Act giving the Data
Protection Authority, the CNIL, the
ability to perform online checks. 

The new power allows the CNIL to
remotely detect and react to data
breaches on the Internet. The findings
will be recorded and may result in
enforcement action. 

The online inspections will apply to
“data freely accessible or rendered   
accessible” online, and allows the
CNIL to gain entry into information
systems.

This new power, contained in a
consumer protection law, will be addi-
tional to the existing on-site inspec-
tions. In 2013, the CNIL conducted
414 on-site inspections.

•  See the text of the law at
www.legifrance.gouv.fr/affichTexte.do;
jsessionid=?cidTexte=JORFTEXT00002
8738036
The CNIL’s summary of the effect of the
new law on its operations is at
www.cnil.fr/linstitution/actualite/
article/article/un-pouvoir-
dinvestigation-renforce-grace-aux-
controles-en-ligne/

France’s DPA gains online inspection powers
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